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This research brief concludes the current
NASCIO series on the subject of electronic
records management and digital preserva-
tion. This subject area is very broad and
has multiple dimensions, perspectives and
challenges for the state IT community. The
objective for the series is to highlight some
of the key issues and make relevant rec-
ommendations to the state CIO.

Ultimately, electronic records management
and digital preservation must be a shared
responsibility with understanding and sup-
port from the state CIO. Everyone within
state government must play their part in
managing the digital assets of the state.

In keeping with the theme of the previous
briefs on this topic, NASCIO maintains that
electronic records management and digi-
tal preservation initiatives must be led and
managed within the broader scope of
enterprise architecture. A collaborative
team made up of enterprise architects,

project managers, electronic records man-
agers, state librarians and archivists will
ensure state knowledge assets are man-
aged properly using the most appropriate
technology. Further, given the role of elec-
tronic records in investigation, discovery
and litigation, CIOs would be well advised
to invite input from their office of attorney
general, state auditor and other legal
counsel versed in the specific rules of civil
procedure. State ClOs carry a very broad
scope of enterprise responsibilities and
must rely on the specialized knowledge of
these professionals.

Who is responsible?

Managing the knowledge assets of state
government is a shared responsibility. The
creators of records, records managers, and
state archivists must partner with the CIO
and the state enterprise architect to
ensure that electronic records manage-
ment and digital preservation issues and
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Digital Preservation
systems have a sim-
ple goal, that the
information they con-
fain remains accessi-
ble to users over a
long period of time.1

discipline are integrated with the states
investment process, project and program
management, and the overall enterprise
architecture strategies for managing
knowledge assets of the state. State librari-
ans should be consulted relative to public
access and use of public information.

Does technology help or hinder?

Beyond the organizational issues are the
technological issues related to digital
preservation. The advances in technology
create both opportunities and challenges.
The opportunities reside in the new tech-
nologies for managing digital assets. The
challenge resides in the fact that as exist-
ing technology becomes obsolete, older
digital assets will become inaccessible if
proactive approaches are not taken to sus-
tain them. Related are the challenges to
the authenticity and integrity of electronic
documents; demonstrating that an elec-
tronic document is the original or “official”
document. Multiple initiatives are under-
way nationally and globally to address this
challenge. The best resources for staying
up to date on the various preservation
efforts are the records managers and
archivists within state government. These
initiatives are researching methods for
long term preservation. Long-term preser-
vation of simple data types — plain text or
tabular data sets - is relatively straightfor-
ward. However, for more complex knowl-
edge assets the jury is still out regarding
specific technology solutions. Technology
obsolescence is one of the problems these
initiatives hope to solve2 - but the solu-
tions have not been identified yet.
However, technology is only part of the
solution. More important is the need to
develop a preservation strategy.

Public sector electronic records are being
created at an alarming rate and the neces-
sary policies and tools for their manage-
ment are desperately lacking. Many of
these records, possibly most, can be and
should be disposed of fairly quickly. Some
records must be kept in a manner making
them available for legal, administrative, or
research purposes for many years. A few
records — usually estimated at three to five

percent of all records created — must be
kept for the specified retention period,
possibly life. The challenge for long-term
management of digital information is pre-
serving the digital record of the item (bit
preservation: assuring that the bit streams
constituting the digital objects remain
intact and recoverable over the long-
term). There must be the capability of
finding and retrieving the digital item.
Long term preservation may require digi-
tal material to be transformed into new
formats, or the use of emulators to pro-
duce the original appearance and func-
tion so that it can be viewed, played or
used as intended by the item’s author.3

The first step is knowing how long to keep
certain records. Preserving the bit stream
is irrelevant for ephemeral records. The sec-
ond step is now what to preserve. Do you
preserve the entire database, either by tak-
ing frequent snapshots or by implementing
the technology to roll back transactions to
the state of the database at any point in
time? More often than not, it is sufficient to
preserve views of the data as records.

A vital records database might be used to
preserve birth and death records that are
presented as individual documents, while
the original database can be lost. Even
GIS information can be preserved as a
select set of maps so that someone in the
future can easily see how the data in the
GIS was rendered for specific purposes. At
the same time, the underlying tables can
be preserved for import into and manipu-
lation by future GIS systems. This would
be a much more doable strategy versus
trying to keep the original GIS software up
and running for future data analysis.

There have been multiple approaches pro-
posed. These have been succinctly
described by Kenneth Thibodeau, director
of the National Archives and Records
Administration’s Electronic Records
Archives (ERA) program, as emulation,
migration, and persistent object
preservation* We'll examine these later in
this research brief. At this point, we simply
make the point that there is a lot of activity
working in parallel to address the challenges
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of managing knowledge assets taking
account of authenticity, integrity, privacy,
security, and availability.

ll. The Technology Issues of Digital
Preservation

Technology developments are moving so
rapidly that the software on which much
of the digital record is stored is obsolete,
and even extinct. This issue is so signifi-
cant that a recent survey conducted by
RLGS reported that technological obsoles-
cence is the single greatest threat to suc-
cessfully managing digital assets.6

Digital technologies are now the norm for
creating, distributing, and storing the state
record. Many states have written into law
that the electronic records are now recog-
nized as legal documents. Attention to
electronic records or ERM in the mid
1990s led to the development of electron-
ic records management software that
could integrate with other information
systems.” Many organizations now recog-
nize the importance of records manage-
ment and preservation and have imple-
mented policy and technology. However,
some of these organizations, in trying to
manage risk, save everything. They correct-
ly recognize that emails are enterprise
records if they carry certain characteristics.
Other emails don’t merit preservation
because they are simply the means for
communication events trivial to the enter-
prise and have only temporary value -
e.g., “Let’s go to lunch.” However when
that same email says, “Let’s go to lunch and
talk about the contract with XYZ
Consultants”, it may merit preservation.8.®
One consideration for achieving consis-
tent application of records retention and
paring out enterprise records from
resources like email is to delegate this
process to information systems that incor-
porate expert or artificial intelligence sys-
tem technology.’® However, saving every-
thing also has inherent risks.

Government must put in place deliberate
strategies for the preservation of the digi-
tal record. That strategy will likely include
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a variety of tactics specific to different
groups of records. Generally, the longer
the records must be kept, the more diffi-
cult it is to preserve the records.
Appropriate tactics will balance the costs
of preservation against the risks and value
associated with information in the records.

A preservation strategy must address
preservation throughout the life of a

record. The following questions help
frame that strategy and evaluation of
alternatives:

Is the record created in a manner
that lends itself to preservation, or
does it rely on technology that will
be difficult to sustain?

Is the record used in a way that pro-
tects its integrity during active use,
or is it easy for the record to be
intentionally or accidentally
changed — with the result that it
loses it evidential value?

Is the record stored in a manner that
facilitates its access?

Does the storage system promote
the proper disposition of records —
either destruction or transfer to an
archives — and does the system pro-
tect records subject to legal holds?

Strategies include:

Migration is the movement of data
records from the existing software, and
potentially hardware, to new technology.
This requires that the data be reformatted
with each new iteration of technology.
Again, maintaining records over long peri-
ods of time presents an escalating prob-
lem. Records need to be migrated - and
at each migration - there are more
records to be handled. .12

This will be much easier in the future with
migration toward a new generation of
office applications that use XML as the
native file format. New opportunities are
then afforded due to digitally stored docu-
ments that use XML.
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Enterprise
Architecture is a
management
engineering disci-
pline that presents a
holistic, comprehen-
sive view of the
enterprise including
strategic planning,
organization, rela-
tionships, business
process, information,
and operations.
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Ephemeral Records
are records that have
a very short term
value to the state
and have minimal or
no ongoing adminis-
trative, fiscal, legal,
evidential or histori-
cal value.3

Environment Model of an OAIS

Producer

OAIS
(archive)

Consumer

Management

Emulation - this is where the data is
archived with the original application,
operating system and potentially even
hardware. Data can be retained in the
original formatting using this approach.
This also requires personnel who can either
remember or learn to run the original soft-
ware and hardware on which the records
were created. Maintaining records over
very long periods of time - centuries — pre-
cludes the feasibility of this approach..12

Persistent object preservation provides a
more workable solution for long term dig-
ital preservation. In this approach, the
record is removed from the computer sys-
tem that created it. Digital records are
preserved, and remain accessible through
current technology. Persistent object
preservation recreates records in a stan-
dard format that are self-describing and
readable by newer systems.11.12,14

Given the complications of preserving,
retrieving and presenting complex digital
records there must be deliberate thought
regarding what functionality the organiza-
tion is willing to commit to maintaining in
regard to current digital records and
archived digital records. An example of a
complex knowledge resource is an inter-
active map showing the change in some
aspect such as timber harvesting, incidence
of disease, or environmental conditions.

There can be a significant difference in
the required investment for the various
capability choices available. For example,
the difference between retrieving and

presenting a preserved knowledge
resource with all of its original “look and
feel” - and interactive capabilities — versus
retrieving and presented essential informa-
tion from that resource. There is the issue
of maintaining the necessary ongoing
investment to ensure the knowledge asset
and its characteristics are preserved over
the appropriate lifecycle of usefulness.
There may be a point in time when certain
characteristics are no longer preserved,
but essential business information is pre-
served in a simpler, less expensive form.
Notwithstanding this caution, there are
some digital knowledge assets that
require the preservation of complex inter-
active capabilities, or animation. Most
important is establishing deliberate intent,
and following through with a strategy and
capabilities for delivering that intent over
time. This includes consideration of how
records are initially created and stored.
These decisions will impact both the eco-
nomic and the technical feasibility for
preservation.

If an archives is to be established, it should
be based on a deliberate architecture that
includes business intent and outcomes
sought, organization, business processes,
data architecture, and technology archi-
tecture. One of the definitive sources for
guidance on archives architecture is the
Reference Model for an Open Archival
Information System (OAIS). This reference
model was developed under the auspices
of the Consultative Committee for Space
Data Systems (CCSDS). This reference
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model addresses a full range of archival
information preservation functions includ-
ing ingest, archival storage, data manage-
ment, access, and dissemination.!>

The San Diego Supercomputer Center
(SDSCQ), the University of Maryland (UMD),
and the National Archives and Records
Administration (NARA) have embarked on
a project to develop a technology frame-
work for digital preservation using data
grid technologies, and to demonstrate
these technologies on a pilot archives.
This initiative is also funded by the
National Science Foundation under the
Partnership for Advanced Computing
Infrastructure (PACI) Program. Data grid
technologies promise to be a significant
capability for managing archives across a
diverse geography and available for man-
aging a wide variety of knowledge assets
including digital records of voice, audio,
video, medical records, and scientific
research such as genome research.16.17 At
this juncture, state ClOs should be aware
that this research is underway. NASCIO
will continue to monitor ongoing progress
of this work.

SDSC has already built a prototype using
commodity platforms with significant disk
caches coupled with heterogeneous tape
libraries. Software tools based on grid
technologies to organize and manage the
resources at the different sites, as well as
novel software tools to load data into the
archives for long-term preservation have
been developed. Data grids enable the
creation of shared “collections” that are
distributed across multiple organizations
and jurisdictions, physical locations, and
storage systems. SDSC is also researching
methods and process for characterizing
and applying management policy for a
given shared collection. These characteris-
tics include assessment criteria, access
controls, mechanisms for presenting infor-
mation, and distribution of data across
multiple categories.'8

Examples of digital libraries that build on
data grids to manage distributed collec-
tions:1?
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Digital Library Applications:

= DSpace digital library - MIT and
Hewlett Packard 2°

= Fedora digital library - Cornell
University and University of Virginia 2!

Digital Repositories (libraries and
archives):

= NARA research prototype persistent
archives

= California Digital Library - Digital
Preservation Repository

= NSF National Science Digital Library
persistent archives

Why so many initiatives that are devoted
to solving the same issues? “There is no
‘silver bullet’for solving the multi-faceted
challenges of records management and dig-
ital preservation.”?2 All of these initiatives
will provide a part of the solution, or pro-
vide a solution that can be implemented
now. Such has happened with the state of
Kansas's KSPACe implementation which
uses Dspace.23

The ongoing issues of records manage-
ment and preservation eventually point to
the challenge of operationalizing records
management principles. Understanding
the importance of records management is
just the beginning. How to turn that
recognition into an ongoing business
operation that is efficient and economical
will require leveraging technology that is
currently under development. The
National Archives and Records
Administration (NARA) is currently work-
ing on research and development to even-
tually present the capability for managing
records over time. This important initia-
tive, if successful, will revolutionize how
records are preserved.24

[ll. The Promise of Extensible
Markup Language ( XML)

The primary goal in digital preservation is
maintaining knowledge assets over time,
ensuring it is accessible going forward
decades and even centuries. The advent of
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Vital records are the
essential agency
records that are need-
ed to meet opera-
tional responsibilities
under national secu-
rifty emergencies or
other emergency or
disaster conditions
(emergency operat-
ing records), or to
protect the legal and
financial rights of the
Government and
those affected by
Government activi-
ties (legal and finan-
cial rights records) -
36 CFR 1236.14
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Born Digital:
Materials originally
created in an elec-
tronic form and may
only exist in electronic
form.

digital conversions and “born digital” has
brought great capabilities, and also inher-
ent challenges. The issue results from the
coupling of content with specific software.
Software is coupled with obsolescence, and
versioning. Over time, content can become
inaccessible because the software version
used to create the content is obsolete, and
new versions of the software can't access
the old content. This occurs with prevalent
office productivity software applications
such as word processing.

In addition to maintaining synchronism
between content and application soft-
ware, there is the relationship between
the application software, the operating
system, and the hardware on which it
runs. In preserving the accessibility to
content, some organizations archive the
software and the operating system (and if
necessary the hardware) that will run that
software.

XML provides a viable alternative
for digital preservation

XML has been identified as a potential
solution to this dilemma.2> Some advan-
tages of XML are:

= XML is an open standard established
by the World Wide Web Consortium
(W3Q)

= XML is not tied to any specific plat-
form

= Because XML is a markup language, it
provides more than simple text
preservation approaches such as
ASCII. That is, the formatting of text
can be preserved.

= XML can be read by humans as well as
machines using a simple text editor

= XML documents can be self-describ-
ing. Document structure, field names,
and content can be stored in the doc-
ument. However, information about
the structure of the document may be
stored in a separate DTD or schema.

= XML has been designed to accommo-
date computer processing

= Many digital files can be converted
directly into XML
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= Because XML is not tied to any specif-
ic platform, it is well suited for digital
preservation of text. Conversions
going forward will be drastically
reduced, if not eliminated, which will
help ensure authenticity of digital
records

= Existing software development envi-
ronments are XML ready now

= Next generation office applications
use XML natively

Some disadvantages of XML are:

= XML can provide a wrapper for com-
plex filetypes or binary objects such as
spreadsheets, graphics, video, audio,
and even specially or proprietary for-
matted text. Preservation strategies
will still need to address how to pre-
serve, retrieve and present these
wrapped objects. In other words, not
everything can be converted to XML.

= XML namespaces and tags become an
issue when there are multiple “vocab-
ularies” for naming or labeling some-
thing. If there is not a common
vocabulary, then a mapping of vocab-
ularies is required. This becomes espe-
cially difficult when there are two or
more ways used to label the same
concept. Solving this challenge was
one of the original intentions of the
Global Justice XML Data Model (GJXDM)
and the National Information Exchange
Model (NIEM). See www.niem.gov

= XML does not preclude the need to
develop a preservation strategy —
which starts with how records are
originally created and preserved. This
includes the anticipated demands of
those who will use the archives. The
enterprise will still need to practice
good administrative controls as part
of managing records.

= Presentation of a previously archived
XML document may not perfectly
match the original rendering in terms
of appearance. Presentation will
depend on the XML interpreter used.

Much of XML potential is just starting to
be realized. There is a developer learning
curve with XML metalanguage - as with
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Digital Preservation Enabled Using XML*®
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any new technology or capability - but the
potential for reuse, data sharing and work
flow advances make it worthwhile.

At this juncture, the state CIO should
maintain a healthy skepticism regarding
XML for addressing the digital preserva-
tion challenge. XML has the potential to
be a long term preservation solution, how-
ever there will always be something to
replace current technology - including
XML. Business professionals as well tech-
nology professionals are well aware of the
many past situations where organizations
have given undo reliance to specific tech-
nology solutions. XML does not provide a
solution for imbedded complex objects
such as graphics, and interactive informa-
tion such as interactive geospatial objects.
These complex objects will require preser-
vation of the software that allows them to
function or a strategy for simplifying
migration to future software packages.
Again, there is no “silver bullet” for digital
preservation. Notwithstanding this sage

Remains relatively stable over time

advice, XML does appear to be an excellent
available means for managing some types

of electronic records over a long term time
horizon with an emphasis on text.

IV. The Necessary Link to
Enterprise Architecture

The most assured way for records man-
agement and preservation concerns to
gain the proper attention is to link these
enterprise requirements and enabling
capabilities with the state’s enterprise
architecture program. Enterprise architec-
ture presents and maintains a comprehen-
sive view of the enterprise. This view must
recognize the knowledge assets of the
enterprise and manage them as enterprise
assets.2’

Records Management and Digital Preservation: Protecting the Knowledge Assets of the State Government Enterprise
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Integrate records management
principles into EA program, Project
Management, and Change
Management

Enterprise architecture was highlighted in
the baseline report published by the
Center for Technology in Government.28
One of the observations from that report
was that enterprise architecture and
records management are not well con-
nected. That report went further to rec-
ommend the leveraging of state enter-
prise architecture efforts to establish the
centrality of digital preservation to enter-
prise-wide information management.
Further, results of a series of workshops
with state librarians, archivists, and CIO
representatives sponsored by the Library
of Congress presented that state enter-
prise architecture initiatives remain an
untapped resource for library, records
management, and state preservation func-
tions to partner with state information
technology and the state ClO’s office in
support of digital preservation.

Overall respondents appear to be aware
of their state’s EA efforts (66.7%) while
only 37.1% reported any involvement in
those efforts.28

So why should they be connected?

First, literally everything in the enterprise
is connected to - in fact,a component of -
THE ENTERPRISE ARCHITECTURE. This is
true whether that enterprise architecture
is documented or not. As pointed out in
the Center for Technology in Government
Baseline Report:

State Library, Archives, Records
Management, and CIO representatives
identified EA initiatives as having the
potential to positively influence digital
preservation initiatives by integrating the
issues of digital preservation into the ongo-
ing creation of enterprise governance bod-
ies, reference models, business processes,
and accountability strategies under
development and in use in many states.

This recommendation specifically refer-
enced digital preservation. EA should
embrace the full scope of records man-
agement — that is the full information life-
cycle. This would fit with the vision of EA
as an enterprise approach to managing
operations, business processes, and enter-
prise assets. From the records manage-
ment perspective, the only way to truly
accomplish the vision of managing
records as corporate assets is to imbed the
discipline of records management in every
business process.

Records Management Must Be
“baked into” the Business Process

The Federal Enterprise Architecture
Program Management Office recognized
and supported this relationship and
worked with the NARA to create a docu-
ment that reflects the necessary touch
points between enterprise architecture
and records management within the con-
text of the federal reference models.2%

As presented earlier in this series, the roles
and responsibilities for setting technology
standards may reside outside of state
records management and archival organi-
zations that have responsibility for provid-
ing that service. Yet, this is where statuto-
ry authority for records management
resides. Enterprise architecture entails the
planning and design of functional and
organizational structure. Enterprise archi-
tects will objectively review who should
set standards and who should provide
electronic records management and digi-
tal preservation services.

Further, even as it is recommended that
enterprise architecture partner with
records management functions — records
management functions should bring
enterprise architecture to the table when
establishing and implementing standards.
The most effective path for implementing
records management standards is via the
enterprise architecture standards promul-
gation process. This ensures standards of
any kind are maintained, communicated,
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periodically reviewed and implemented
with an enterprise perspective.
Additionally, standards setting will include
necessary collaboration with the various
allied disciplines of enterprise architec-
ture, project / program management, the
capital investment process, procurement,
and security.

The Center for Technology in Government
research report makes five recommenda-
tions for states to help form collaborative
arrangements to pursue the combined
goals regarding digital preservation and
records management:

1. Identify and build on existing knowl-
edge and expertise.

2. Build digital preservation partnerships
within and among states.

3. Clarify roles and responsibilities
between and among state archives,
records management, IT, and other
interested and responsible parties.

4. Use state Enterprise Architecture
efforts to establish the centrality of
digital preservation to enter-
prisewide information management.

5. Continue to invest in knowledge shar-
ing initiatives across the digital preser-
vation community.

V. Managing Digital Assets

Digital preservation must not be treated
as an event, or a reaction to avoid impend-
ing disaster.3© Management and preserva-
tion of digital assets must be seen as a
routine operation that is part of the ongo-
ing management of information and
enterprise knowledge assets. Records
management must be integrated with the
operations of the enterprise. For example,
records retention rules must be adopted by
all state government agencies as an ongo-
ing cost of doing business. In many states,
adherence to records retention rules is
required by law. As presented by Brian
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Lavoie and Lorcan Dempsey, digital preser-
vation initiatives must be pre-emptive. The
systems on which knowledge assets
reside is temporal. The enterprise must
anticipate this temporal nature of soft-
ware programs, operating systems, hard-
ware, and build into their knowledge
management strategy a combination of
archiving and disposal that recognizes this
temporal and fragile nature of electronic
information systems.

... But digital materials generally do not
afford the luxury of procrastination. The
fragility of digital storage media, combined
with a high degree of technology depend-
ence, considerably shortens the “grace peri-
od” during which preservation decisions can
be deferred. Issues of long-term persistence
can arise as soon as the time digital materi-
als are created: for example, in choosing
between a widely-used, stable digital for-
mat, and one that is obscure or on the verge
of obsolescence. This sense of urgency is
driven largely by the fact that it is problem-
atic to apply digital preservation techniques
ex post—i.e., after deterioration has set in.
While a print book with a broken spine can
be easily re-bound, a digital object that has
become corrupted or obsolete is often
impossible (or prohibitively expensive) to
restore. Digital preservation techniques are
most effective when they are pre-emptive.30

Electronic documents assume multiple
iterations over time. They can be
authored, transmitted, edited, resent, edit-
ed yet again, and distributed innumerably,
only to be reedited and resent. It must be
determined by the organization what con-
stitutes the authoritative source for specific
record types, what will constitute conven-
ience copies, what will be maintained,
shared, kept, period of usefulness, regula-
tory requirements, destruction methods,
etc. Knowledge, information and data
must be treated holistically using a“cradle
to grave” lifecycle management.

Managing digital assets requires consider-
ation and application of the following:

Records Management and Digital Preservation: Protecting the Knowledge Assets of the State Government Enterprise
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Records constitute government
knowledge assets. As such they must
be managed over a lifecycle with the
valuation of that record changing over
time.

Records management cannot be a
reactive activity — rather it must be
proactive as part of every capital IT
investment decision.

Records management discipline will
be difficult to invoke using only
administrative controls. Business rules
that apply to a record must be main-
tained so that records can be properly
managed and disposed of using auto-
mated means.

When evaluating software options,
enterprise architects and procurement
must consider what capabilities are
being offered by the vendor for man-
aging records going forward.

When developing or procuring a sys-
tem, a critical requirement is to estab-
lish requirements for how the related
records / knowledge assets will be
managed during the systems lifecycle
and beyond. The project team must
deliberately anticipate and plan for
possible extraction/migration to a
new system at some point in the
future if and when the system is
decommissioned.

This also entails appropriate risk man-
agement considerations. The two
sides of the balance equation are: the
risk associated with long term preser-
vation — not only the value of the
information to the enterprise, but also
the liability associated with
eDiscovery liabilities - versus — the
potential loss of knowledge and possi-
bly less risk of eDiscovery liabilities. It
may often be cheaper to lose records
(even records of some value) than to
export them.

Much of records management policy has
associated regulatory compliance. Know
what regulations are applicable within

each government line of business.

7. Understand the relationship between
technical solutions, record content,
and records retention rules. The con-
tent and records retention rules may
far outlast specific media on which the
content currently resides.

VI. Summary — The Top Ten List
for ClOs

This series of NASCIO research briefs has
covered a lot of ground in electronic
records management and digital preserva-
tion. The state ClO can't possibly be inti-
mately aware of all of the nuances, inter-
pretations, classifications, and decision
making rationale in this very broad sub-
ject area. The key recommendation for
the state CIO is to collaborate and team
with the state experts: records managers
archivists and state librarians. Enlist their
help in establishing policy, reviewing
options, assessing technology solutions
along with procurement, project manage-
ment and enterprise architecture.

In summary the following guidance is pro-
vided:

1. Most, if not all, states and the federal
government have laws that provide a
definition of what constitutes a
“record.” These laws may establish
regulations for records retention and
disposition. Records should not be
destroyed arbitrarily or capriciously by
a government employee. Some
process must exist to authorize the
destruction of records to ensure that it
is done systematically to protect the
state from charges of spoliation.3!

2. All records have value. That value may
be short term (until received and read)
or long term (forever). Records man-
agers and archivists evaluate adminis-
trative, fiscal, legal and historical value
of records to determine how long
records need to be kept and when
destruction should be authorized.
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Records managers and archivists must
maintain an enterprise view, and com-
pare one record to all other records
created by an enterprise when
appraising relative value 3

Record keeping has become distrib-
uted. This has a huge impact on the
volume, variety and maintenance of
electronic records. IT Operations and
Data Management need to collabo-
rate with records managers, and
archivists regarding how to address
these challenges.3

Desktop recordkeeping issues are dif-
ferent than database/system issues.
There is no one-size-fits-all solution.31

If an electronic record needs to be
retained for more than 10 years, the
original technology that was used to
create/store it will most likely become
obsolete during its lifecycle. IT
Operations will be responsible for
migrating/maintaining the electronic
records during this time. This will
require an investment in resources
and skills. IT Operations needs to
work with records managers and
archivists to understand, assess and
address this situation. State archivists
will eventually take custody of some
of these electronic records for perma-
nent preservation. They need help
from IT Operations and new funding
for this task. Otherwise, essential
records that protect the rights and
interests of the state and individuals,
as well as the history and culture of
the people will disappear.3!

Electronic Records Management must
be an integral part of any project or
investment proposal. Project man-
agers must work with records man-
agers and state archivists to deter-
mine appropriate plans and associat-
ed investments required to maintain
the records generated and/or refer-
enced by any business process, or
system. These plans must be part of
presenting the Total Cost of
Ownership associated with any project

10.
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plans to deliver business processes, or
systems.

Electronic Records Management disci-
pline must be viewed as an integral
part of the state enterprise architec-
ture. Records Management (and
Knowledge Management) touch every
aspect of Enterprise Architecture -
Business, Information, Process,
Organization, Technical, Program &
Project Management, Security.
NASCIO has made a similar case
regarding the integral nature of enter-
prise architecture with project/prog-
ram management, security, and pro-
curement.

Records Management has inherent
risk management issues. What to
keep and what to destroy will always
constitute a balancing act. No one
can fully anticipate what knowledge
and information will be sought now or
at some point in the future. State gov-
ernment cannot keep everything.
Records Management policy will have
to be established to drive the decision
making process for managing records.

State ClOs and Enterprise Architects
must partner with Records Managers
and State Archivists, and State
Librarians in order to establish neces-
sary elements for managing digital
assets. These elements include policy,
responsibility, capacity, and, under-
standing and awareness among state
employees. The desired outcome is to
ensure the state has the information it
needs today — and tomorrow.

State CIOS are focusing more on busi-
ness strategy as their roles, demands
and expectations are expanding.
Governors rely on them to interpret,
organize and effectively harness infor-
mation technology to serve the state.
In the area of electronic records and
digital preservation, NASCIO stresses
the need for cooperative, collaborative
relationships — particularly with state
offices that have statutory responsibil-
ity for these lines of business. State
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ClOs and Enterprise Architects must
partner with the appropriate officials in
order to ensure Records Management
Policy, Principles and Best Practices are
implemented effectively.
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a fundamental manner on the creation,
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Department of Defense
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Community License 1.0 (ECL).
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the National Science Foundation.

The Fedora Project is currently supported
by generous grants from the Andrew W.
Mellon Foundation.
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policy/rm-profile.html
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53 West Jackson Boulevard, Suite 940,
Chicago, Ill. 60604
http://www.aallnet.org/

= State-By-State Report On Permanent
Public Access To Electronic
Government Information

= State-By-State Report On
Authentication of Online Legal
Resources

The Consultative Committee for Space Data
Systems (CCSDS)

1801 Alexander Bell Drive, Suite 500
Reston, VA 20191-4344
http://public.ccsds.org/about/default.aspx

= Reference Model for an Open Archival
Information System (OAIS)

Online Computer Library Center (OCLC)
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and responsibilities :an RLG-OCLC report.
by RLG/OCLC Working Group on
Digital Archive Attributes.; Research
Libraries Group.; OCLC.
Type: Book
Language: English
Publisher: Mountain View, CA :RLG, 2002.
Editions: 2 Editions
OCLC:49802387

The Society of American Archivists
527 South Wells St., 5th Floor
Chicago, IL 60607

312/922-0140
http://www.archivists.org/

m A Glossary of Archival and Records
Terminology
http://www.archivists.org/glossary/

index.asp
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tion are those of the contributors, and do
not necessarily reflect the official positions
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or implied, of any products, services, or
websites contained herein, nor is NASCIO
responsible for the content or the activi-
ties of any linked websites. Any questions
should be directed to the administrators
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tion provides links. All critical information
should be independently verified.
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