
Walleyes, Whales & Cybersecurity

October 2, 2018



Speaker

Jim Edman
Deputy Commissioner and CISO

State of South Dakota 



Jim Edman

CISO

South Dakota



SD State Government

Budget:  $4.7B

•General:  
$1.6B

•Federal:   
$1.7B

•Other:      
$1.4B

FTE: 13,862

•8,708 
State 
Government

•5,154 
Higher 
Education

Miscellaneous 

•870,000(#47)

•77,184 sq
miles (#17)

•State vs. 
Wayfair

Statistics



SD State Government





Cyber Infrastructure 



Problem: 
Email Threat Assessment
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Policy

Design

Theme

GoPhish

LaunchRecord

Report

Email

Assessment

Overview



Email Assessment Goals

1. Educate

▪ [EXT] in Subject:

▪ Do not hurry

▪ Be skeptical

▪ Review Sender

▪ Read Content

▪ Hover over links

▪ Question attachments

▪ Submit for sandbox detonation

2. Safeguard State Resources



Cyber Security Policy

➢ Requires Employee Training

➢ Authorizes Assessments

➢ Consequences of offense(s):

1st Nothing

2nd Notification:

▪ Individual

▪ Department Head

3rd Attend In Person training

4th Account access review



Cyber Security Training

Statewide Completion: 96%



Design Theme

➢ Ingest the Global Address List

➢ Design the message

➢ Actual phishing messages received

➢ Current – Emotional – Personal – Individual - Free

➢ Pre-Approval ? 



Sample Message: Individual



Sample Message: Emotional



Sample Message: Personal 



Sample Message: Free 



Sample Message: Whale



Configure GoPhish

➢ Build the Landing Page

➢ Update the video or web site

➢ Log recording 



➢ Monthly 

➢ Executive Branch & Constitutional Offices

➢ Unified Judicial System?

➢ No Legislative Branch

➢ 7,200 – 7,600 messages

➢ Delivered over 3 weeks

➢ Vary days of week messages delivered

Launch the Campaign



➢ Web server logs

➢ Ingested into Access

Record



❖ Statistical Gathering

• Flexible

• Accessible

• Export Data

• Native 

Graphing – ok 

Report



1. Statewide Statistics

Report: PowerBI



2. Department View

Report: PowerBI



3. Individual Reporting

• All Failures

• Multiple Failures only

Report: PowerBI



➢ 2nd Failure

▪ Staff

▪ Department Secretary

➢ 3rd Failure

▪ Staff

▪ Department Secretary 

➢ 4th Failure

▪ Points of Contact Meeting

▪ Employee and supervisor

▪ Options:

▪ Multi Factor

▪ Remove Software

▪ Limit Access

▪ ?

Report: E-mail Notification



➢ 3 locations across the state

➢ Technologist Led

➢ ~1 hour

➢ 151 attendees YTD

➢ 38 4+

Report: In Person Training

(3rd Phishing Failure)



Email Threat Assessment

Statewide:  2018

10%
6%



➢ Content is king

➢ Emotional Response

➢ Smartphones are 

a hindrance

➢ S     L     O     W  

D    O     W     N 

Lessons Learned





Questions
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