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2025 STATE CIO TOP 10 PRIORITIES
Priority Strategies, Management Processes and Solutions

1 CYBERSECURITY AND RISK MANAGEMENT ARTIFICIAL INTELLIGENCE /  MACHINE LEARNING
/  ROBOTIC PROCESS AUTOMATION

DIGITAL GOVERNMENT /  DIGITAL SERVICES

LEGACY MODERNIZATION

WORKFORCE

DATA MANAGEMENT AND ANALYTICS

CLOUD SERVICESIDENTITY AND ACCESS MANAGEMENT

BUDGET /  COST CONTROL /  FISCAL
MANAGEMENT

ACCESSIBILITY
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St a t e  CIO Tra n s it ion s
(Ja n u a ry 2025)
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2025 Transitions (3) 



Representing Chie f Inform ation  Office rs of the  Sta te s

Wh a t  e m e rgin g IT a re a  w ill b e  t h e  m ost  
im p a ct fu l in  t h e  n e xt  3-5 ye a r s?

NASCIO 2023 State CIO Survey
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NASCIO AI Publications Since 2018 

Nascio.org/re source -cente r
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NASCIO Con sid e ra t ion s  fo r  De ve lop in g AI Roa d m a p s

1. Align  AI in itia tives to  
stra tegic drivers for the  
organiza tion

2. Estab lish  governance  and  
ove rsigh t p rocesses

3. Inventory and  docum ent 
existing AI applica tions

4. Address da ta  qua lity                   
and  sourcing

5. Collabora te  with  
stakeholde rs and  industry

6. Assess privacy and  
cybersecurity risks of                
AI adoption

7. Infrastructure  and  
technology

8. Crea te  acquisition  and  
deve lopm ent gu ide lines

9. Identify poten tia l                     
use  cases 

10.Expand AI workforce  
expe rtise  and  tra in ing

11.Crea te  gu ide lines for 
re sponsib le  use , e th ics 
and  transparency

12.Measure  and   
com m unica te  e ffective ly 
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Source : NASCIO Your AI Blueprin t: 12 Key Conside ra tions as Sta te s Deve lop  
The ir Artificia l In te lligence  Roadm aps, Decem ber 2023
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Top  AI Act ion s  Ta ke n  by St a t e s

►The  crea tion  of advisory com m ittees and  task forces (78%) 

► Im plem enting en te rprise  policies and  p rocedures on  
deve lopm ent/use  (72%)

►Responsib le  use  /  flexib le  guardra ils /  security /  e th ics (67%)

► Inven tory /  docum enting uses in  agencies and  app lica tions (61%)

2024 State CIO Survey
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St a t e  AI Com m it t e e s  a n d  Ta sk  Force s  
Ja n u a ry 2025
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Top Business Processes in Which States Are Using GenAI

2024 State CIO Survey
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Top Business Process Where States are Using 
GenAI



Representing Chie f Inform ation  Office rs of the  Sta te s

St a t e  IT Use  Ca se s  fo r  Ge n e ra t ive  AI
 Supporting virtua l agen t cha tbots to  he lp  citizens
Genera ting ideas, cra fting em ails and  stream lin ing re search
 Language  transla tion  for on line  se rvices
Analyzing survey da ta  and  m aking recom m enda tions
Cata loging da tabases and  iden tifying the ir owners
Download ing and  reposting PDFs in  m ore  accessib le  form ats
Converting ou tda ted  com pute r code  to  m odern  

p rogram m ing languages
 Fraud  preven tion  and  de tection
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St a t e  IT Use  Ca se s  fo r  Ge n e ra t ive  AI (con t .)

Cybersecurity th rea t de tection , iden tify anom alie s 
Analyzing veh icle  crash  da ta  
 Stream line  hea lth  ca re  facility inspections
AI-enab led  bots to  assist ca ll cen te r agen ts
Monitoring new legisla tion  and  crea ting a  sum m ary
Hum an resources: writing e ffective  job  descrip tions, 

in te rview questions
 Stream line  p rocurem ent (repe titive  form s, com m unica tion)
 Im prove  tra ffic pa tte rns and  reduce  congestion
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“Genera tive  AI som etim es will give  incorrect answers, or partia lly correct ones. So, with  
AI-assisted  so lu tions, our gove rnm ent se rvices have  to  be  ve ry care fu lly cra fted  and  
te sted  to  m in im ize  th is.”

“GenAI can  docum ent la rge  sca le s of what th is code  is m ean t to  do , give  
recom m endations on  how to  b reak it up  or m odern ize  it, and  then  recode  it,”

“Our poten tia l use  cases span  from  hum an re sources, corre spondence , policy 
deve lopm ent, review and  access, GIS m ode ling, da ta  ana lytics, custom er engagem ent, 
acce le ra ting legacy code  review for m odern iza tion  e fforts, cod ing, security, con tracts 
and  p rocurem ent p rocess im provem ent e fforts.”

“We want GenAI to  ge t to  the  poin t where  we  don’t have  un in tended  consequences.” 

“We have  to  conside r the  pub lic pe rcep tion , while  it m ay not a lways be  fa ir or accura te , 
a rtificia l in te lligence  requ ire s us to  go  care fu lly and  be  transparen t in  eve ryth ing we  a re  
doing. We  m ust ove r share , be  thoughtfu l and  have  a  steady approach .”

“There  won’t be  le ss jobs, bu t the re  will be  d iffe ren t jobs. We  have  to  m ake  sure  tha t the  
workforce  is ready for an  AI econom y (or what’s to  com e) and  we  m ust lea rn  how to  
bu ild  an  adap tive  workforce .”
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Re com m e n d a t ion s  fo r  St a t e s  Usin g Ge n e ra t ive  AI

1. En cou ra ge  Exp lo ra t ion  a n d  Se t  Po licie s . Prom ote  a  cu ltu re  of exp lora tion  and  lea rn ing with  
gene ra tive  AI. Em ployees a re  like ly a lready expe rim enting with  these  tools, so  sta te  CIO organ iza tions shou ld  
lead  the  way by se tting clear policie s and  gu ide lines for the ir use . 

2. Es t a b lish  St ron g Gove rn a n ce  a n d  Re gu la t o ry Fra m e w orks . Ensure  tha t a  robust regu la tory 
and  gove rnance  fram ework is in  p lace  be fore  widespread  AI adop tion . Th is includes se tting up  guardra ils to  
p rotect p rivacy and  ensure  re sponsib le  use , as we ll as crea ting a  risk-based  m aturity sca le  to  m anage  AI 
dep loym ent from  low to  h igh  risk.

3. Focu s  on  Da t a  Qu a lit y. The  e ffectiveness of AI system s is heavily dependen t on  the  qua lity and  
accessib ility of da ta . Prioritize  da ta  gove rnance , includ ing da ta  re ten tion  policie s, and  work close ly with  sta te  
CDOs to  ensure  clean  and  re liab le  da ta .

4. Bu ild  Pa r t n e r sh ip s  a n d  Fos t e r  Co lla b ora t ion . Deve lop strong partne rsh ips with  pee rs across 
d iffe ren t departm ents and  agencie s. 

5. Ad op t  a n  In cre m e n t a l Ap p roa ch . Sta rt with  sm all, low-risk p ilo t p rojects to  iden tify poten tia l 
use  cases and  bu ild  on  le ssons lea rned . 

6. Be  Tra n sp a re n t . Com m unica te  open ly about AI in itia tives, includ ing successes and  lim ita tions. 
Transparency with  constituents about da ta  p ractices and  AI usage  is crucia l for bu ild ing trust.
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Cyb e r se cu r it y Pr io r it ie s  Tod a y 
Ta le n t  cr is is : recru itm ent, re ten tion , re form , com pensa tion

Ge n AI im pacts on  cybe r

More  cen tra lized  ope ra ting m ode l; ze ro  t ru s t  fra m e w ork

Adopting w h ole -o f-s t a t e  cyb e r se cu r it y re silience

Executing Year 2 of $1B Sta te  & Loca l cyb e r se cu r it y gra n t

Support and  partne rsh ips with  loca l gove rn m e n t s

Software  supply cha in  risks 
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Le a d in g ca u se s  o f a  
cyb e r se cu r it y in cid e n t  in
s t a t e s  ove r  t h e  la s t  ye a r

2024 Deloitte -NASCIO Cybersecurity Study
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Cu r re n t  a n d  
p la n n e d  u se  o f 
Ge n AI in s t a t e  
cyb e r se cu r it y 
op e ra t ion s

2024 DELOITTE-NASCIO CYBERSECURITY STUDY
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Ch a lle n ge s  fo r  St a t e s : Ge n AI Ad op t ion
 Poor  d a t a  q u a lit y/ in t e gr it y
 Lack of en te rprise  governance
Workforce  sk ills  ga p  /  la ck  o f t ra in in g
 Shadow GenAI use  by em ployees
 Long-te rm  costs
 Lega l issues; pub lic records crea tion
 Technica l in frastructure
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Do  you  a n t icip a t e  in cre a se d  a d op t ion  o f AI a n d  
Ge n AI im p a ct in g d a t a  m a n a ge m e n t  im p or t a n ce ?

Initia l find ings: EY-NASCIO survey on  Data  Managem ent, April 2024
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Do  you  h a ve  a  d a t a  
q u a lit y p rogra m ?

How  w ou ld  you  ra t e  t h e  im p or t a n ce  o f 
d a t a  q u a lit y in  you r  o rga n iza t ion ?

Initia l find ings: EY-NASCIO survey on  Data  Managem ent, April 2024

91%
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Con ce rn s  Re ga rd in g t h e  Im p a ct  o f Ge n AI on  St a t e  
Gove rn m e n t  Te ch n o logy Work fo rce

53%

49%

47%

43%

39%

27%

14%

10%

4%

2%

Lack  o f  necessa ry  sk i l l s

Security concerns

Privacy issues

Bias  and  fa i rness

Inaccuracy

Ethical concerns

Adoption

Loss  of  human touch  and  personal ized  serv ices

Workforce / l abor  d i sp lacement

Inf ras t ruc ture

% of states

NASCIO-McKinsey Study: Gene ra tive  AI and  its Im pact on  Sta te  Gove rnm ent IT Workforce s, April 2024
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AI and  Ge n e ra t ive  AI: 
governance , legisla tion ,  

fram ework, policy, use  cases, 
da ta  qua lity, p rivacy, 

security, workforce  skills

Increase  in  sta te  tech  policy 
and  le gis la t ion : focus on  

da ta  p rivacy, AI, deepfakes, 
socia l m edia  safe ty, 

cybersecurity, p roh ib ited  
products

Focus on  d igita l se rvices and  
m odern iza tion : im proved  

cit ize n  e xp e r ie n ce , m ore  AI 
and  au tom ation , citizen  
id e n t it y m a n a ge m e n t

Continued  investm ents in  
le ga cy m od e rn iza t ion , 

growing hybrid  clou d  a n d  
Sa a S a d op t ion

Changing IT workforce : 
re m ot e / h yb r id  fle xib ilit y, 

skills-based  h iring, 
e lim ina ting 4-year degree  

requ irem ent 

Im pact of the  n e w  Con gre ss  
a n d  a d m in is t ra t ion  on  

sta te  and  loca l governm ent 
technology policy?

Th e  Te ch  Fore ca s t  fo r  2025
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Re sou rce  Ce n t e r  a t  NASCIO.org
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