23

State of the States Tech Forecast 2025:
All Aboard!

January 14, 2025

Doug Robinson, Executive Director
@NASCIO

(e} .
¢’ NASCIO.org X NAscio [ NASCIO (>) NASCIOmedia



2025 STATE CIO TOP 10 PRIORITIES

Priority Strategies, Management Processes and Solutions

ARTIFICIAL INTELLIGENCE / MACHINE LEARNING
/ ROBOTIC PROCESS AUTOMATION cofAT)es

3 DIGITAL GOVERNMENT / DIGITAL SERVICES L_l_\
Q

5 LEGACY MODERNIZATION

] ) AccessBILITY

NASCIO @
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State CIO Transitions

(January 2025)




What emerging IT areca willbe the most
impactful in the next 3-5 years?

Other
Mass personalization / citizen personas 4%
6%
Low code / no code
6%

Robotic process automation

8% \

Generative Al
53%

Al / machine learning
20%

NASCIO A
Representing Chief Information Officers ofthe States NASCIO 2023 State CIO Survey
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State Governments Tune in
to Artificial Intelligence
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Your Al Blueprint: 12 Key Considerations as States
Develop Their Artificial Intelligence Roadmaps

The NASCIO State OO Top Ten riorities st or 2004 inchues aeificial inteligance for the first
time ever. AS Al b

i ations tates shouldinclude in their Al roadimaps for 024 snd bayord

Fast e
ol e e 1T Darrt vl

probiem A
he organization before depioying an Altoal.

Atser
states 1o potentialrisks

2 G roper & govamance
such o dova eskage.
V Ghien st o Aagate these
adoptestabished Al gove

e
‘Beommenintions on Aadieisl Intellgents and the
‘Europesn Union Al At

3 Invencary and document exising Al spplications.
Discover the exient of Al toals employed by agencies,
both knawingly and unknomingly. Some kong-standing
s have LSergons updates to ncorpor e
funcsienalives.

£y Aedress data quality snd sourcing. Prioriie dia
rnance and classification 1o ensure the highest
lable i used. Eualuste dsts sources,
rndful of petentisl bisses,

NASCIO
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Digital Government:

Achieving the Promise of Artificial Intelligence

| Publications Since 2018

Ivering on the Moment

How a pandemic has shaped Al adoption in state
government and what it means for the future

Generating Opportunity:

The Risks and Rewards of
Generative Al in State Government

November 2024

Generative artificial
intelligence and its
impact on state

Data quality - vital

government IT to optimizing GenAl
workforces e s

McKinsey NASC
&Company (7

April 2024

Gutcing bt
S s

Nascio.org/resource-center
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NASCIO Considerations for Developing Al Roadmaps

| . Align Al initiatives to S.

strategic drivers for the
organization

/. Establish governance and
oversight processes

3. Inventory and document 7.

existing Al applications

4. Address data quality 3.

and sourcing

Collaborate with
stakeholders and industry

Assess privacy and
cybersecurity risks of
Aladoption

Infrastructure and
technology

Create acquisition and
development guidelines

10

11

12

Source: NASCIO Your Al Blueprint: 12 Key Considerations as States Develop
Their Artificial Intelligence Roadmaps, December 2023

NASCIO
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Identify potential
use cases

.Expand Al workforce

expertise and training

.Create guidelines for

responsible use, ethics
and transparency

.Measure and

communicate effectively

@ 6




Top Al Actions Taken by States

» The creation of advisory committees and task forces (78%)

» Implementing enterprise policies and procedures on
development/use (72%)

» Responsible use / flexible guardrails / security / ethics (67%)

» Inventory/ documenting uses in agencies and applications (61%)

NASCIO A
Representing Chief Information Officers ofthe States 2024 State CIO Survey



State Al Committees and Task Forces

January 2025

Ve
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ARTIFICIAL INTELLIGENCE 2024 LEGISLATION

By Issue Category
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Top Business Process Where States are Using
GenAl

1 Virtual meeting 1
assistant transcription
CZ) Cybersecurity operations @ Data analytics
3 Document generation 3
and management

Software code generation Software code generation

Document generation
and management

Virtual meeting
assistant transcription

Respondents allowed to make multiple selections

NASCIO @
Representing Chief Information Officers ofthe States




State IT Use Cases for Generative Al

" Supporting virtual agent chatbots to help citizens

" Generatmg ideas, crafting emails and streamlining research

"language translation for online services

" Analyzing survey data and makmg recommendations

" Cataloging databases and identifying their owners

"Downloadmmg and reposting PDFs in more accessible formats

"“Converting outdated computer code to modern
programming languages

" Fraud prevention and detection

NASCIO @
i g Representing Chief Information Officers ofthe States



State IT Use Cases for Generative Al (cont.)

" Cybersecurity threat detection, identify anomalies

" Analyzing vehicle crash data

*Streamline health care facility mspections

" Al-enabled bots to assist call center agents

*Monitoring new legislation and creating a summary

* Human resources: writing effective job descriptions,
iInterview questions

= Streamline procurement (repetitive forms, communication)

*"Improve traffic patterns and reduce congestion

NASCIO A
Representing Chief Information Officers ofthe States
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Analysis: Application Categories

IHE Top Application Categories State Agency Top Application Categories

1. Business Automation 123 1. Security Systems 75
2. Data Analytics and Warehousing 70 2. Content Management System 44
3. Content Management System o 3. Business Automation 30
4. Security Systems 57 4. Data Analytics and Warehousing 23
5. Systems Management 38 5. (Case Management Systems 20
6. Document Management Systems 34 6. Systems Management 15
7. Desktop Productivity 30 7. Document Management Systems 12
259 Business Automation (123 ADS) 29% Security Systems (75 ADS)
accounted for 25% of IHE ADS accounted for 29% of state agency ADS
14% Security Systems (70 ADS) 12% Business Automation (30 ADS)

accounted for 14% of IHE ADS accounted for 12% of state agency ADS

NASCIO A
Representing Chief Information Officers ofthe States




“Our potential use cases span from human resources, correspondence, policy

development, review and access, GISmodeling, data analytics, customer engagement,

Generating Opportu nity: accelerating legacy code l‘e.ViGW for modernization efforts, coding, security, contracts
and procurement process improvement efforts.”

The Risks and Rewards of
Generative Al in State Government
P 2R “‘GenAlcan document large scales of what this code is meant to do, give
recommendations on how to break it up or modernize it,and then recode it,”

[ ] LR ] L ]
[ L . ...
* T @%e% eee . _'::.. “Generative Alsometimes will give incorrect answers, or partially correct ones. So, with
. .i.-'- .',:'_f.'.'.::' '-_‘.'.'.'. Al-assisted solutions, our government services have to be very carefully crafted and
gees N e g tested to minimize this.”
N ...-. " . ...‘..
. 0%" *e%e
[ . 8 .
.l.'-..' -1 g -.I- r'H....- . '- - ::..: -
L AR EIRL ST -‘;.-:.'_'::: . “There won't be less jobs,but there willbe different jobs. We have to make sure that the
.‘- 0 i-:'.';-;'.:'.'-'li Jor workforce is ready for an Aleconomy (or whats to come)and we must learn how to
£ ) . .
:::. Sl build an adaptive workforce.”
00, ,..", S
e° % ® s o T
& ® g e @ '. "
L] ®
e

“We have to consider the public perception, while it may not always be fair or accurate,
NASCIO artificial intelligence requires us to go carefullyand be transparent in everything we are
kool S doing. We must over share, be thoughtfuland have a steady approach.”

“We want GenAlto get to the point where we dont have unintended consequences.”

NASCIO | ~ 5
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Recommendations for States Using Generative Al

1. Encourage Exploration and Set Policies. Promote a culture of exploration and learning with
generative AL Employees are likely already experimenting with these tools, so state CIO organizations should
lead the way by setting clear policies and guidelines for their use.

2. Establish Strong Governance and Regulatory Frameworks. Ensure that a robust regulatory
and governance framework is in place before widespread Aladoption. This includes setting up guardrails to
protect privacy and ensure responsible use, as well as creating a risk-based maturity scale to manage Al
deployment from low to high risk.

3. Focus on Data Quality. The effectiveness of Al systems is heavily dependent on the quality and
accessibility of data. Prioritize data governance, including data retention policies, and work closely with state
CDOs to ensure clean and reliable data.

4. Build Partnerships and Foster Collaboration. Develop strong partnerships with peers across
different departments and agencies.

5. Adopt an Incremental Approach. Start with small, low-risk pilot projects to identify potential
use cases and build on lessons learned.

6. Be Transparent. Communicate openly about Alinitiatives, including successes and limitations.
Transparency with constituents about data practices and Alusage is crucial for building trust.

NASCIO A
Representing Chief Information Officers ofthe States
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Cybersecurity Priorities Today

Talent crisis: recruitment, retention, reform, compensation

GenAl impacts on cyber

More centralized operating model; zero trust framework

Adopting whole-of-state cybersecurity resilience

Executing Year 2 of $1B State & Local cybersecurity grant

Support and partnerships with local governments

Software supply chain risks

NASCIO

Representing Chief Information Officers ofthe States




Leading causes of a
cybersecurity incident in
states over the last year

2024 Deloitte-
NASCIO Cybersecurity Study

Ajoint blarnil eport (5th aition) from Delkt and the National
AssoclationolState ChieIformationOfficars WASCIO) L

Deloitte. NASCIO
Insights

NASCIO
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Security breaches involving a third party

Al-enabled attacks as a threat vector

Foreign state-sponsored espionage

Phishing, pharming, and
otherrelated variants

Exploits of vulnerabilities
from unsecured code

Social engineering

Exploits of vulnerabilities in
emerging technologies

Increasing sophistication
and proliferation of threats

Cloud platforms and solutions
information systems

Operational technology cyber

Malware or ransomware

Note: The 2022 survey did not include the options “Al-enabled attacks as a threat vector” and “operational technology cyber.”.

2024 Deloitte-NASCIO Cybersecurity Study

31%

31%

38%

46%

52%

67%

0 2024 @ 2022

75%




8%
Not currently planned

Ig:/;nned beyond 12 months
Current and
planned use of :}r(}:adyinuse
GenAlin state
cybersecurity
operations
43%

Planned within 12 months

Representing Chief Information Officers ofthe States 2024 DELOITTE-NASCIO CYBERSECURITY STUDY '%



Challenges for States: Gen Al Adoption

“Poor data quality/integrity

"lack of enterprise governance

* Workforce skills gap / lack of training

= Shadow GenAluse by employees 03 AI
*Long-term costs O
"Jegalissues; public records creation

" Technical infrastructure O_J 6

NASCIO @
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Do you anticipate increased adoption of Aland
GenAlimpacting data management importance?

No
4%

Yes
96%

NASCIO -
. . . iti ings: EY-NASCIO Data M , April 2024 @ L
Representing Chief Information Officers ofthe States Initial findings: EYNASCIO survey on Data Management, Apri ‘




How would you rate the importance of Do you have a data
data quality in your organization? quality program?

1 - Slightly Important
2 - Moderately Important
3 -Important

4 -\ery Important

No
78%

5 - Critically Important 11

o] 1 2 3 4 5 6 7 8 9 10 11 12 13 14 13 16 17 18 19 20

o

NASCIO
Initial findings: EY-NASCIO survey on Data Management, April 2024
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Concerns Regarding the Impact of GenAl on State
Government Technology Workforce

% of states

Lack of necessary skills 53%
Security concerns 49%
Privacy issues 47%

Bias and fairness 43%
Inaccuracy 39%

Ethical concerns 27%

Adoption 14%

Loss of human touch and personalized service 10%

Workforce/labor displacement 4%

Infrastructure 2%

N /\ S c I o NASCIO-McKinsey Study: Generative Al and its Impact on State Government IT Workforces, April 2024
i g Representing Chief Information Officers ofthe States




The Tech Forecast for 2025

Aland Generative Al:
governance, legislation,
framework, policy, use cases,
data quality, privacy,
security, workforce skills

Continued investments in
legacy modernization,
growing hybrid cloud and
SaaSadoption

NASCIO
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Increase in state tech policy
and legislation: focus on
data privacy, Al, deepfakes,
social media safety,
cybersecurity, prohibited
products

Changing IT workforce:
remote/hybrid flexibility,
skills-based hiring,
eliminating 4-year degree
requirement

Focus on digital services and
modernization: improved
citizen experience, more Al
and automation, citizen
identity management

Impact ofthe new Congress
and administration on
state and local government
technology policy?

af-
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Resource Center at NASCIO.org

Creating A Citizen-Centric
Digital Experience: How Far
Have We Come?

September 2023

November 2024

Generating Opportunity:

The Risks and Rewards of
Generative Al in State Government .

NASCIO p——
YI o
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Data Literacy
Within State

Government:
Building a Knowledgeable
Workforce That Knows
How to Use Data for
Better Decisions

NASCIO cecenmn
N 7 s
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Your Al Blueprint: 12 Key Considerations as States
Develop Their Artificial Intelligence Roadmaps

The NASCIO State £10 Top Ten Priarities kst for 2024 inchudes artificial inteligence for the first
e ever. As Al becomes incressingly integrated into the technology infrastructure of
government agencies, an Al roadmap will emerge a5 an indispensable ool far states in the
fmonths and years ahead. An Al roadmap not only facilitates the seamless adoption of Al but
sleo enhaneis efficiency for an already strained state povernment workfores

There are several benefits to creating an Al roadmap including improving stakehoider and
ensutive buy-in for Al initiatives, Redbility to adapt as 2y changes, efficient
resource allocation and cost savings, risk and improved service delivery.

Here are a dozen considerations states should indude in their Al roadmags for 2024 and beyond:

4 Mign A iniistives for
howe Al fits it th I goals of the state [T srategic plan

Farst determing
Dot Al il

v or help 10 o, a
probilem 1 sahve with AL Idently i s of
Ihe organization before deploying an Al teal

2 Establish governance and oversight processes. Absence
af proper Al governance expases sEates 1o patential risks
such as data leakage, vislations of privacy laws and erasion
of ctizen trust. To navigate these challenges, it & erucial to
adopt established Al governance frameworks such as o

MIST Al Risk Management Framework OECD
Recommendations en Anificial Intelligence and the
European Union Al Aot

3 Inventary and dacument existing Al applications.
Discover the extert of Al toals emplayed by agencies,

o5 A

ey ]

)
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The 2024
State CIO Survey

1Y A

2024 Deloitte-

NASCIO Cybersecurity Study

Generative artificial
intelligence and its
impact on state
government IT
workforces

Assaciation of State Chief Information Officers (NASCIO)

Deloitte.
Insights

The Shifting
Privacy Paradigm

State Chief Privacy
Officers’ Evolving Roles
and Persistent Realities

March 2024

Data quality - vital
to optimizing GenAl °

A survey of state chief information
officers and chief data officers

EY '\WsCiow
N (=

Building a better
working world

e
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